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Introduction
In this lab, you will learn how to monitor and troubleshoot your HCL Digital Experience deployment.

In this DX administrator lab, you play the role of Harry, an administrator for the fictitious Woodburn
Studio company.

Harry Pappus, Administrator, based in Chicago (USA)

As a DX Administrator, you will learn how to access and analyze log files, enable tracing, analyze
details, use support and prepare to open a support case.

HCLSoftware U 4 ©2024 HCLSoftware
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Prerequisites

1. Completion of HDX-INTRO, HDX-BU-100 and HDX-ADM-100 courses, as well as the previous
lessons under HDX-ADM-200 course, including the labs (you need the DXClient installed and
up).

2. Have a running DX instance on CF221 or newer. The lab is using the DX Solution Modules in
HCL SoFy (https://hclsofy.com/catalog/dx-solution-modules).

3. Access to download the Lab Resources. In the same place where you have found this lab,
you will find corresponding resources which you may download and unzip in your Desktop.
This helps you to run the lab more easily, and you may later replace it by your own ones.

You will be using the following user IDs and passwords:

Purpose User Password
Your official email id Your password
sol-admin Get it from SoFy
hpappus HCL-DemO
wpsadmin wpsadmin

HCLSoftware U
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Lab Overview

In this lab, you will learn how to monitor and troubleshoot issues with your HCL Digital Experience
deployment.

In this lab, there are three parts. These are shortly introduced now.

Part 1: Access and Analyze Log Files
You will first use the HCL SoFy Solution Console to access the log files and look at the SystemOut.log
and SystemeErr.log files.

Solution Name
& Solution Console [EEVACISELEE LT 6} ¥ Download Diagnostic Data 9 £ A @

< Back Kubernetes Resources Namespace: cs7sg4tu3k2c8m7f75lg

Pods Services PVCs ConfigMaps Secrets Statefulsets Deployments Jobs

PODS INFORMATION Q_ search...
DASHBOARD
NAME READY @ STATUS RESTART(S) CONTAINERS INIT CONTAINER(S) AGE  ACTION
SOLUTION CONTENT cs7sg4tu3k2c8m7f75lg-
content-composer- 1/1 Running 0 content-composer @ B na 5 a
7fc78bd679-kimba4 days
KUBERNETES RESOURCES
core @ B
cs7sg4tu3k2c8m7f75Ig- 44 Running 0 system-out-log na 4 o]
KUBERNETES EVENTS core-0 system-err-log & E. days
preregs-checker & H

Part 2: Enable, Analyze Details and Use Help Center

Then, you will enable the tracing on access control, analyze the results in the trace.log and use the
Help Center to find any details.

Published Site v : X5 English v @
& Back Q : X
Administration n EJPAIO001!: The settings were set.
Append these trace settings:
= ; -
Site Management v [ ]D
Oo Aoplicati Current trace settings:
cations v -
oo i *=info
com.ibm.wps.auth.*=all
Q Themes and Skins > com.ibm.wps.puma.*=all
com.ibm.wps.services.authentication.*=all
i com.ibm.wps.services.puma.*=all
IE’ Security v com.ibm.wps.sso.*=all
com.ibm.wps.um.*=all
Q_  Search v
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Part 3: Prepare to Open a Case with Support

And then you learn how to prepare yourself to open a case with HCL Support.

HCLSoftware Customer Support Q ® Chat
Support New cases View cases Resources Community About Support
Home » CustomerService » Support » Create Product Case Search Q
*Subject

Clear product case title

*Description
€ (> Paragraph v B I
S 2 B 6 o

Business Impact

Ll
1
il
i
i
.
lil
v
il

e What type of environment is this? (Production, Test, Development, etc.) If
Production, is the system live?

e |Istheissue occurring in more than one application?\

HCLSoftware U 7 ©2024 HCLSoftware
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Part 1: Access and Analyze Log File

You will first use the HCL SoFy Solution Console to access the log files and look at the SystemOut.log
and SystemErr.log files.

1. You have learned that there are many ways to access the log files. In HCL SoFy this is limited
though and the log files are only accessible through the SoFy Console for your DX Solution
Modules deployment. When you access it, you see the access details to the SoFy Console.
Use these credentials to login into your solution console. You may use the copy to clipboard
to simplify filling this out. The sol-admin may be easy to remember. Copy the (here hidden)
password and click VIEW SOFY CONSOLE.

Woodburn Studio Demo

& SoFy Console
Console Link VIEW SOFY CONSOLE

SoFy Console ID sol-admin [
SoFy Console Password
Sandbox Name DX Solution Modules
Deployed Since 12:04:46 PM

Sandbox ID

2. Enter as shown below and click Sign In.
Username: <SoFy Console ID:> sol-admin
Password: <SoFy Console Password, you just copied>

ACCESS-CONTROL-SERVICE

Sign in to your account

Username or email

| sol-admin |

Password

HCLSoftware U 8 ©2024 HCLSoftware
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3. You now see all the details of the solution on the Kubernetes resources, pods, services, etc.
There are several ways to access the log files. Both Log Files under HCL Digital Experience
and LOGS VIEWER bring you to the Logs Viewer. Click any of them.

Solution Name

K BT T Rt e Y sofy-dx-demo-pack Version @ ¥ Download Diagnosticbata @ @ Q @
Dashboard Last Updated : 1429PM ¥
Solution Content (3) @
DX Solution Modules V] HCL Digital Experience V] Solution-Controller V] SoFy Common Services V]
DASHBOARD Helm Chart: v2 Helm Chart: v2.
General Information General Information General Information
SOLUTION CONTENT > > > i
Links, AP Base URLs and Links, AP Base URLs and Links, API Base URLs and SoFy Access Control Service Ready
documentation documentation documentation Solution Console Ready
KUBERNETES RESOURCES
Emissary-Ingress Ready
Log Files > Log Files > Log Files >
Container, Init container and additional Container, Init container and additional Container, Init container and additional Prometheus Ready

KUBERNETES EVENTS

logs

logs

logs

LOGS VIEWER

Kubernetes Resources & Utilization @

GUIDES X __

4. You see the full list of container logs. Have a look at the SystemOut.log. Click on the one that
ends with ...core-0.system-out-log and check out the details. Notice and feel free to try out
all options to indicate how many lines to show, from when, to refresh, download and even
the auto refresh and fullscreen options. Then go back to the dashboard. Click DASHBOARD.

e & o @

Solution Name ) )
Solution Console BRI CULE-EL SR 6] ¥ Download Diagnostic Data

< Back Logs Viewer

system-out-log X

Logs Explorer % Downloadlogs ~ ¢
Tail lines

Pod Name: cs7sg4tu3k2c8m7f75Ig-core-0 Time Since .
Q_ Search by pod or container name Container Name: system-out-log 100 SEne 2 2 8

DASHBOARD —
[10/20/24 2:00:04:559 UTC] 0000019f Ser | com.ibm.w: ervlet. | @ Autorefresh

[Iwp_groupsViewer_war] [/wps/PA_Groups_Viewer_App] [/t

SOLUTION CONTENT DX Solution Modules v [10/20/24 2:00:05:678 UTC] 00000639 W org.apache. findForv = 2 pjiscreen
failure’ forward. “x
HCL Digital Experience ~ [10/20/24 3:00:03:140 UTC] 000000ac AppStatsTimer | com.ibm.freedom.s]

KUBERNETES RESOURCES

+0000.
[10/20/24 3:00:03:262 UTC] 000000ac AppStatsTimer | com.ibm.freedom.service storage.AppStatsTimerTask run CLFNI03511:

Application statistic collection process started at Sun, 20 Oct 2024 03:00:0:

Container Logs
ppli statistic collection process finished successfully at Sun, 20 Oct 2024 03:00:03 +0000.

[10/20/24 6:00:00:917 UTC] 0000081c SchedulerTask | com.ibm.wps.datastore.ejb.cleanup.
handleEvent() EJPDE000SI: Task WPS_UNIQUE_TASK_com.ibm.portal.cmis. TransientSlotCleanupTask with ID 653 was started.
[10/20/24 6:00:00:963 UTC] 0000081c SchedulerTask | com.ibm.wps.datastore.ejb.cleanup.SchedulerTaskNotificationSinkBean
) EJPDE0007I: Task WPS_UNIQUE_TASK_com.ibm.portal.cmis. TransientSlotCleanupTask with ID 653 has finished.
[10/21/24 1:00:01:024 UTC] 0000081¢ SchedulerTask | com.ibm.wps.datastore.ejb.cleanup.SchedulerTaskNotificationSinkBean

751
7fc78bd679-kimb4.content-composer

cs7sg4tu3k2c8m7(75lg-core-0.core
g £75lg "
log
—

KUBERNETES EVENTS

LOGS VIEWER

GUIDES — - ) EJPDEO00SI: Task WPS_UNIQUE_TASK_com.ibm.wps.cp. c JpdateTableTaskHandler
i e with ID 654 was started.
5. Then click the Pods.
Solution Name
8 Solution Console [ERUAECELTE L EEE ®
Dashboard
Solution Content (3) @
DX Solution Modules 0 HCL Digital Experience o Solution-Controller
B8 DASHBOARD Helm Chart: vi Helm Chart: v

SOLUTION CONTENT General Information > General Information > General Information

Links, API Base URLs and Links, API Base URLs and Links, API Base URL

documentation documentation documentation
KUBERNETES RESOURCES

Log Files > Log Files > Log Files
KUBERNETES EVENTS Container, Init container and additional Container, Init container and additional Container, Init conta

logs logs logs
LOGS VIEWER

Kubernetes Resources & Utilization @

GUIDES

14 1o Pods K8s Services

>

USER MANAGEMENT 2 lLoadBaIancer

5 ron , 23

PVCs Pods

NodePort
7 ExternalName
Total >
Statefulsets [l Ready (23)
=

HCLSoftware U
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6. This also gives you easily access to all log files for each pod. E.g. the SystemQOut.log and
SystemErr.log for the DX Core pod. Click the icon for system-out-log.

Solution Name
X’ Solution Console [EEIVACISCLEEELEEE 6} ¥ Download Diagnostic Data 9 £ A @

< Back Kubernetes Resources Namespace: cs7sg4tu3k2c8m7f75lg

Pods Services PVCs ConfigMaps Secrets Statefulsets Deployments Jobs

PODS INFORMATION Q_ search...
DASHBOARD
NAME READY @ STATUS RESTART(S) CONTAINERS INIT CONTAINER(S) AGE  ACTION
SOLUTION CONTENT cs7sg4tudk2c8m7f75lg-
content-composer- 1/1 Running 0 content-composer @ B na 5 o
7f¢78bd679-kimb4 days
KUBERNETES RESOURCES
core @ B
cs7sg4tusk2c8m7f75lg- m Running 0 system-out-log n.a 4 ]
KUBERNETES EVENTS core-0 system-err-log & El days
preregs-checker & H

7. This gives you access to the same log information and options to show. Close it.

Logs

Pod Name: cs7sg4tu3k2c8m7f75lg-core-0 Tail lines Time Since

Container Name: system-out-log 100 No limits v D L

D Auto refresh

500508 5 7 PWelB
[10/20724 2 00 03: 447 UTC] 00000633 ThemeProperti W com. |bm wps.portlet.themeproperties. ThemePropertiesPortlet getThemel)ld EJPNT0001W: No theme OID
was specified for the Theme Properties dialog. x
[10/20/24 2:00:03:601 UTC] 0000019f ServletWrappe | com. |bm ws.webcontainer.servlet.ServletWrapper init CWSRV0242!: [lwp_groupsViewer_war] ©
[/wps/PA_Groups_Viewer_App] [/I its/tools.jsp]: Initiali:

I Fullscreen

8. And to easily download all the files, you may use the Diagnostic Data. Click Download
Diagnostic Data, notice with Advanced option you can select specific log files and click
DOWNLOAD DIAGNOSTIC DATA.

¥ Download Diagnostic Data Q ol jal @

Diagnostic Data @ & X

oyments  Jobs EAdvanced Select All Unselect All

Kubernetes Events
Solution Metadata
Metrics

(S) CONTAINERS Previously terminated logs

content-composer @ (& Non-previewable logs
Logs: Time Since: No limits v
core @ B DX Solution Modules
system-out-log @ B
systemerr-log @ B File Name

preregs-checker
98 diagnostic data-sofy-

digital-asset- QE Max 56 characters 44/56
management o )
prereqs-checker @ E3 6 File Size File Format @

NA Zip file(.zip)
haproxy 0 E CHECK SIZE

DOWNLOAD DIAGNOSTIC DATA |

HCLSoftware U 10 ©2024 HCLSoftware
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9. Select a folder where you may easily find it, e.g. Downloads, and click Save.

Favorites Save As: [ diagnostic data-sofy-dx-demo-pac} ]
2 Applicati...
B3 Drive

© Downloads <

1} herberthil...

Tags:

[ Downloads ~ Q

iii
<
|
<

o)
o
o

Name Date Modified v Size

iCloud
& iCloud Dri...

[ Documents
(= Desktop
E9 Shared

New Folder Cancel [ Save ]

10. Then open it (to unzip). Click Open icon.
Q ¥ o O & |

i diagnostic data-sofy-dx-dt 5

pack: .Zip

1,872 KB - Done oe=ul

11. And notice all resources that are part of this download, including the SystemOut.log and
SystemErr.log.

Today Today Today Today
T 1729523 1 > % _events.json [ emissary-ingress > cs7sg4tu3dk2c8m7f75lg-c...Imb4-content-composer.txt
lagnostic dat...1-10-2024.zip M HCL Digital Experience > cs7sg4tu3k2c8m7f75lg-core-0-core.txt
% metrics.json __ prometheus > cs7sg4tu3k2c8m7f751g-core-0-preregs-checker.txt
6 solutionMetadata.json 0 SoFy Access Control Service > cs7sg4tu3dk2c8m7f751g-core-0-system-err-log.txt
£ Solution Console > cs7sg4tu3dk2c8m7f751g-core-0-system-out-log.txt

2 solution-controller > cs7sg4tudk2c8m7f751g-di...ital-asset-management.txt
cs7sg4tu3dk2c8m7f751g-di...ent-0-preregs-checker.txt
cs7sg4tu3dk2c8m7f751g-h...84fbdf-8mbv8-haproxy.txt

You have successfully learned how to access the different log files for DX using HCL SoFy.

HCLSoftware U 11 ©2024 HCLSoftware
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Part 2: Enable Tracing, Analyze Details and Use Help Center

In this part, you will enable the tracing on access control, analyze the results in the trace.log and use
the Help Center to find any details.

1. Firstlogin to your DX server. On the server where the DX Solution Modules has been
installed, next to Woodburn Studio Home Page, click Open.

A' DX Solution Modules

HCL Digital Experience

Business Solution
Examples

@ Deployed

Q

Sandbox Expires

HCL Digital Exp:
. Sandbox Links ~ Solution MOdUI¢

Demo Home Page

HCL Digital Experience (DX) is the fast(
Digital Experiences with any Content, Ap
Password wpsadmin I and deliver engaging omnichannel digita
targeted offers, seamlessly integrated af
mobile, hybrid mobile/web applications,

Login ID wpsadmin [

Woodburn Healthcare Home Page
It is a web content manager and web pol

complex online sites. Customers use it tc

Woodburn Stores Home Page combination of applications and content

DX Solution Modules [

Woodburn Studio Home Page

2. Now login as an administrator, Harry. Click on Log In. You may use CRTL + and CRTL - to
zoom in and out. You may need to zoom out to see the navigation on the top. Otherwise,
you'll find it under IEl on the top right.

Contact About Us LogIn

3. Use the credentials of Harry (User ID: hpappus, Password: HCL-DemO0 — if you do not have
these, you may use the default administrator account with User ID: wpsadmin, Password:
wpsadmin).

User ID
hpappus

Password

Not yet registered?
Create an account

HCLSoftware U 12 ©2024 HCLSoftware
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4. Then, open the applications menu, select Administration — Tracing.

Published Site v 5 in) : X5 English v
& Back Q : X Home
Append these trac
. . Web Content -
Administration ([ WebConten EX
Current trace settii Digital Assets
*=info @
= Site Management v Site Templates
Dng Applications v Personalization
<& Themes and Skins > Themes
Administration ‘
IEI Security v
Help Center
Q_  Ssearch v
Support
B Tracing >
{03 Settings v

5. Inthe Help Center, you see what traces to enable tracing for authentication:
https://opensource.hcltechsw.com/digital-
experience/latest/deployment/manage/troubleshooting/logging and tracing/run logs/#aut
hentication. You need to add the following to the Append these trace settings and click + to
add.
com.ibm.wps.services.puma.*=all:
com.ibm.wps.puma.*=all:
com.ibm.wps.auth.*=all:
com.ibm.wps.sso.*=all:
com.ibm.wps.um.*=all:
com.ibm.wps.services.authentication.*=all

Append these trace settings:

om.ibm.wps.um.*=all: com.ibm.wes.services.authentication.*=a||

Current trace settings:

m

HCLSoftware U 13 ©2024 HCLSoftware
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6. You should see that the current trace settings are set. Now log out to see it working. Open
the more menu and click Log Out.

Published Site v

& Back O\E X

Administration Impersonate ﬂ EJPAIO001I: The settings were set.

Turn on Information Mode Append these trace settings:

Site Manage Log Out I =
. . Current trace settings:

Dng Applications v s
com.ibm.wps.auth.*=all

Q Themes and Skins > com.ibm.wps.puma.*=all
com.ibm.wps.services.authentication.*=all

) com.ibm.wps.services.puma.*=all

& Security v com.ibm.wps.sso.*=all
com.ibm.wps.um.*=all
o R——

Q.  Search v

B Tracing >

7. Then login again with Harry. Click LOG-IN, enter User ID hpappus, Password HCL-Dem0 and

click LOG-IN.

. =X -
LOG-IN X

ST (IedD) »rding, download the lab and corresponding la

-
]

Password

LOG-IN

>
o

8. And then have a look at the trace.log. On HCL SoFy, this is exposed only using the Integrated
Solution Console. From your sandbox, you may easily access this and find the right login ID
and password to use. Click Open. It opens a URL like
https://dx.sbx0000.play.hclsofy.com/ibm/console

HCLSoftware | HCL SoFy sandboxes

. Sandbox Links ~
Demo Home pge
Login ID wpsadmin [7]
Password wpsadmin 0]
Woodburn Healthcare Home Page m

Woodburn Studio Home Page

Leap Home Page
Login ID

Password

Integrated Solution Console
Login 1D wpsadmin

Password wpsadmin

HCLSoftware U 14 ©2024 HCLSoftware
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9. And log in with the user ID and password. This may log out your current user, if you use the
same browser. You could use a private or incognito window to avoid this.

WebSphere Integrated
Solutions Console

User ID:

—

10. Then view the trace.log. Open Troubleshooting, click Logs and trace, WebSphere_Portal,
Diagnostic Trace, Runtime and View.

e ) software

Cell=dockerCell, Profile=wp_profile

| View: [AII tasks V]
Logging and tracing

Welcome

Logging_and tracing > WebSphere Portal > Diagnostic trace service I

Use this page to view and modify the properties of the diagnostic trace service. Diagnostic trace provides detz
[+| Servers information about how the application server components run within this managed process. Changes on the C
panel apply when the server is restarted. Changes on the Runtime panel apply immediately.

Guided Activities

I+/ Applications
[+ Services Configuration Runtime
[+ Resources
ZIEY Seneral Properties Additional Properties
D Save runtime changes to configuration as well Change log_ detail levels

|+ Environment
Trace Output

O None

O Memory Buffer

5 Maximum Buffer Size
I i o thousand entries
_Losand trace Dump File Name
onfiguration problems |
Class loader viewer

Java dumps and cores

Configuration Validation
@ File

System administration
Users and Groups

Monitoring and Tuning

Diagnostic Provider N . "
Maximum File Size

[# Runtime Messages MB

[+ Service integration Maximum Number of Historical Files
3

uDDI
File Name

/wp_profile/logs/WebSphere_Portal/trace.log|

ezl
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11. And see the full trace of your authentication. Notice you can filter the number of lines to
show. You can also easily select and copy the content.

Logging and tracing

Logging and tracing > WebSphere_Portal > Log File

Display the contents of the given file.

Total: 60103, Filtered total: 250

reldavaines.(sg. 250-600)
Refresh

Log File

wxprrkkkkkx Start Display Current Environment sekifokksorkskrk
WebSphere Platform 9.0.5.18 [ND 9.0.5.18 f5182346.02] [JAVA8 8.0.8.15 pxa6480srgfpl5-20231030_01] running with proce
Full server name is dockerCell\dockerNode\WebSphere_Portal-28378
Detailed IFix information: 9.0.0.0-WS-WASProd-IFPH61002(PH@0569,PH02192,PH03525,PH07297,PH08804,PH10503,PH10892,PH11:
Host Operating System is Linux, version 6.1.100+
Java version = 1.8.0_391, Java Runtime Version = 8.0.8.15 - pxa6480sr8fp15-20231030_01(SR8 FP15), Java Compiler = j9
was.install.root = /opt/HCL/AppServer
user.install.root = /opt/HCL/wp_profile
Java Home = /opt/HCL/AppServer/java/8.0/jre
ws.ext.dirs = /opt/HCL/AppServer/java/8.0/1ib:/opt/HCL/wp_profile/classes:/opt/HCL/AppServer/classes:/opt/HCL/AppSer
Classpath = /opt/HCL/wp_profile/properties:/opt/HCL/AppServer/properties:/opt/HCL/AppServer/lib/startup.jar:/opt/HCL,
Java Library path = /opt/HCL/AppServer/lib/native/linux/x86_64/:/opt/HCL/AppServer/java/8.@/jre/lib/amd64/compressed
Orb Version = IBM Java ORB build orbdev-userlv1-20230924.2334
Max file descriptor count = 1048576
Current trace specification = *=info:com.ibm.wps.services.puma.*=all:com.ibm.wps.puma.*=all:com.ibm.wps.auth.*=all:c
skrckkcklk End Display Current Environment skekfolksorkskkk
[10/22/24 15:33:34:743 UTC] 0000cbd8 PumaHomeImpl > com.ibm.wps.services.puma.PumaHomeImpl getProfile() ENTRY
[10/22/24 15:33:34:751 UTC] 000016d9 PumaEngineHel > com.ibm.wps.um.PumaEngineHelper endRequest ENTRY
[10/22/24 15:33:34:794 UTC] 0000cbd8 PumaHomeImpl < com.ibm.wps.services.puma.PumaHomeImpl getProfile() RETURN

>

>

[10/22/24 15:33:34:743 UTC] 0000cbda PumaDNHelper com. ibm.wps.puma.util.PumaDNHelper normalizeDistinguishedName El
[10/22/24 15:33:34:794 UTC] 0000cbd8 PumaProfileIm > com.ibm.wps.um.PumaProfileImpl PUMA API ENTRY getIdentifier ENTI

HCLSoftware U 16 ©2024 HCLSoftware
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12. Then go back to change the log details level. Click WebSphere_Portal, Diagnostic trace
service, Change log detail levels. Notice you may change the log detail levels here and if you
expand the Components and Groups, you’ll see all the possible options and log levels.

Logging and tracing ?-

Logging_ and tracing > WebSphere Portal > Diagnostic trace service > Change log detail level

Use log levels to control which events are processed by Java logging. Click Components to specify a log detail level for individual
components, or click Groups to specify a log detail level for a predefined group of components. Click a component or group name to
select a log detail level. Log detail levels are cumulative; a level near the top of the list includes all the subsequent levels.

Configuration H Runtime ’

General Properties

Change log detail levels

O Disable logging and tracing of potentially sensitive data (WARNING: This might cause the log detail level
setting to be modified when it is applied on the server.)

Select components and specify a log detail level. Log detail levels specified here will apply to the entire server.
Expand Components and Groups and click Components to specify a log detail level for individual components,
or click Groups to specify a log detail level for a predefined group of components. Click a component or group
name to select a log detail level. Log detail levels are cumulative.

Components

Groups

No Logging

B M- Messages Only

B of e py Messages and Traces

HaA ¢

B il chrrromomecammonemoonem__ Message Levels
B A com.ibm.wps.composition.* ~- fatal

B A com.ibm.wps.contentmapping.* |a - severe

B A" com.ibm.wps.cor.* A" warning

B A com.ibm.wps.cp.*

B A com.ibm.wps.datastore.* A audit

B A com.ibm.wps.devicesupport.* |4 info

B A com.ibm.wps.dialog.* & config

B A com.ibm.wps.dnd.* 2 detail

B A com.ibm.wps.dojo.* Trace Levels
B A com.ibm.wps.dynamicui.* -

B A com.ibm.wps.engine.* fine

B A com.ibm.wps.eventlistener. * &= finer

E A com.ibm.wps.federated.* 4 finest

B A com.ibm.wps.federateddocuments. *

Congratulations! You successfully enabled tracing for authentication and checked their traces in the
trace.log file.
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Part 3: Prepare to Open a Case with Support

In this part, you learn how to prepare yourself to open a case with HCL Support.

1. You first need to check if the problem is known. Use log files and data collection on the topic
to learn more on the issue. Check the Help Center https://hclsw.co/dx-product-
documentation and Product Knowledge Base, use the Product Forum https://hclsw.co/dx-
support-forum and DXers User Group https://dxers.ug. If you do not find a solution, then
you may open a support case using the HCLSoftware Customer Support portal
https://support.hcl-software.com/csm. Ensure your you are correctly registered. If not
follow this guidance: https://support.hcl-
software.com/csm?id=kb article&sysparm article=KB0010165. Then create your product
case. Click New case, Product case or Create product case.

HCLSoftware Customer Support

Support View cases Resources Community About Support

Coensing cace Find answers faster

Download case

. Search the KB, forums, blogs and videos
Security case

Ideas Portal

Please follow these links to find support for Actian, DRYICE, Industry Software or HCL Aftermarket Cloud (Quest). For
all other products, stay on this site.

@ Knowledge Product Ask the e Create
Browse and search for Documentation Community product case
articles, rate or submit HCLSoftware Product Engage with and get Submit a request or

feedback. Documentation answers from your report a concern.

peers and experts.

2. Select the right product and product version. You will find the possible public versions, once
selected a product. In this example, the selected product is HCL Digtal Experience Cloud
Native, version 9.5.2.

HCLSoftware Customer Support Q ® Chat
Support New cases View cases Resources Community About Support
Home > CustomerService » Support > Create Product Case Search Q

Create Product Case

Create Product Case

Select the type of request and then fill in as many of the details as possible.

Required information
[Siiet ] oeciion

* Indicates required

*Product @ Phone Number

I HCL Digital Experience Cloud Native v |

*Product Version *Working time zone

9.5.2 v |

*Type External ticket number

Product
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3. Select the appropriate priority, e.g. 2 - High.
* Priority

2 - High v

With these possible options.

Priority | Business Definition
Impact
1 Critical An issue with the product or service that impacts critical

business functionality in your production environment and
requires immediate attention. No procedural workaround is
available.

Note: 24x7 assistance requires you to ensure availability of
necessary technical resources to assist HCLSoftware Support
with any requests related to problem determination for the
case.

2 Significant | An issue with the product or service that significantly limits
functionality and requires prompt attention. A business
deadline may be in jeopardy.

3 Minor An issue or question related to the product or service that has
low impact to business operations.

4 None A question (possibly non-technical) that has no impact to your
business operations.
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4. Then provide clear title and description. The title should summary the problem you have and
may contain the error code. The description should provide Business Impact details which
may include the type of environment (Production, Test, Development, etc.), specific target
date(s) related to case (Go-Live, Project deadline, etc.), the number of users affected,
frequency of issue and workarounds available, etc. This helps the support team understand
the priority of your case. You may use the HCLSoftware Support Case for HCL Digital
Experience document from your downloaded resources to help completing this. Open it,
copy its content for Business Impact, Environment and Description and paste it in the
description field. Then use it to complete each topic.

HCLSoftware Customer Support Q ® Chat
Support New cases View cases Resources Community About Support
Home » CustomerService » Support » Create Product Case Search Q
*Subject

Clear product case title

*Description
€ (>  Paragraph v B I
2B 6o

Business Impact

Ll
1l
ihl
i
i
,.
lil
M
il

&

e What type of environment is this? (Production, Test, Development, etc.) If
Production, is the system live?
e |Istheissue occurring in more than one application?\

5. Also provide more detailed information on your environment, like the current DX server
version, OS, DB, WAS and Java. You may get this from the Administration — About page.
Open the applications menu, click Administration, About and you’ll find the version details.
In this case, it shows 95_CF223 which means it is on version 9.5 CF223.

Published Site v B |@
& Back Q @ X Home
HCL Digital Experience 9.5
L i Build L evel: 20240925-192822 2024-09-25 19:39 Web Content
Administration

Digital Assets
Licensed Materials - Property of HCL

Copyright IBM Corp. 2000. All Rights Reserved.

5] i v Site Templates
Site Management Copyright HCL Technologies Ltd. 2001, 2024. All Rights P

DDE Applications v Note to US Government Users Restricted Rights: Personalization
jcati i i Themes
Q Themes and Skins > Use, duplication or disclosure restricted by GSA ADP Sc
Administration
[EI Security v
Help Center
Q Search v
Support
B Tracing >
@ Settings %
@ About >
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6. Insome cases, for a traditional deployment of DX, you may be asked for the WAS version.
You can get that using the Integrated Solution Console. From your sandbox, you may easily
access this and find the right login ID and password to use. Click Open. It opens a URL like
https://dx.sbx0000.play.hclsofy.com/ibm/console

HCLSoftware | | Sandboxes

I sandbox Links ~

Demo Home Page

Login ID wpsadmin 7]

Password wpsadmin 0]

Woodburn Healthcare Home Page Open

Woodburn Stores Home Page

Woodburn Studio Home Page Open

Leap Home Page Open
LoginID wpsadmin 7]
Password wpsadmin ]

Integrated Solution Console

Login ID

wpsadmin ]
wpsadmin 7]

7. Andlog in with the user ID and password. This may log out your current user, if you use the
same browser. You could use a private or incognito window to avoid this.

Password

WebSphere Integrated
Solutions Console

User ID:

Password:

8. You easily see the WebSphere Application Server version, here 9.0.5.20.

Webere. | software

Welcome

Welcome e =0 About this Integrated Solutions Console = [

‘ View: [All tasks

Welcome

|+ Guided Activities
|+ Servers

[+ Applications

I+/ Services

|+ Resources

[+/ Security

[+/ Environment

[+ System administration

HCLSoftware U

Integrated Solutions Console provides a
common administrative console for
multiple products. The table lists the
product suites that can be administered
through this installation. Select a product
suite to view more information.

Suite Name Version

WebSphere Application Server | 9.0.5.20

Integrated Solutions Console,
9.0.5.20

Build Number: f5202422.01
Build Date: 6/5/24

LICENSED MATERIALS PROPERTY OF
IBM
5724-108, 5724-163, 5724-H88,

%
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9. You may store these updates as part of your version of the HCL Software Support Case for
HCL Digital Experience document, so each new case, you have this ready and up to date. And
of course, you should provide a description of your case, that includes the expected and
actual behavior, when behavior has been observed, the symptoms and steps to reproduce.
Once completed, you can submit. Click Submit.

*Subject

Clear product case title

*Description

10. Now your case has been created and you may add more information.

HCLSoftware Customer Support Q ® Chat

Support New cases View cases Resources Community About Support

Home » MyCases » CSI Search

Q

Number Case Priority
CS( 2 - High
Status Entitlement
New HCL Digital Experienct
Type Subject Enter an email address that
Product Clear product case title will receive notifications
when the case is updated:
Customer Name Contact )
Email Address
Product
HCL Digital Experience Cloud Native Add

Select Priority v

B I Y systemFont v = =

11. For example, you may change the priority.

HCLSoftware Customer Support Q ® Chat
Support New cases View cases Resources Community About Support
Home » MyCases » CS Search Q

B I Y systemFont v

-
Select Priority B
Select Priority

1 - Critical
2 - High
3 - Moderate
4-Low
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12. You also provide any additional supporting information which may include product log files,
system log files including traces or error messages, screenshots, recorded videos of the
problem and, if applicable, the output file of a collector tool, like wpcollector and
mustgather, for your problem. Click Upload a file.

I

Select Priority

B I U sSystemFont v =

4 Uploada

= file

Copyright © 2024 HCL Technologies Limited Disclaimer / Privacy / Terms of use

13. Then choose the file and send. Click Choose file, select your file and click Submit.

HCLSoftware Customer Support

Welcome to HCL Software Support
file upload application

—Upload a file to HCL Support

Your email address:

Support ticket number:
Csi

Select the file to upload:

Choose file |No file chosen

Submit

Reset

14. And to keep other team members involved on your case, you may add them to the watchlist.
Add their e-mail addresses one by one and click Add. You get notified it is added and when
you refresh it shows.

Q @ Chat

Q Enter an email address that
will receive notifications

when the case is updated: (NN
| Email Address Enter an email address that

) will receive notifications
Enter an email address that ) .
will receive notifications when the case is updated:

when the case is updated: Email Address
| herbert.hilhorst@hcl-soft |

herbert hilhorst

Email was added,

refresh page to see Add

|Add|
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15. Once your case is solved, close it with a reason. Click Close, provide your reason and click
Submit.

Please provide a reason for wanting to close the case

We will now proceed to close this case. We hope you are very satisfied with the
service that you received.

Reason for wanting to close the case...

| Submit |

Please note that closed cases can be reopened during a period of 30 days after
closure. After that you will need to open a new case if the problem re-occurs. All
data uploaded for this case will be removed within 30 days of case closure.

Congratulations! You successfully learned how to open a new case to get fast and good assistance.

HCLSoftware U 24 ©2024 HCLSoftware



HDX-ADM-200 MONITORING AND TROUBLESHOOTING

Conclusion
You have learned how to monitor and troubleshoot issues with your HCL Digital Experience
deployment.

While there are many ways to access the log files, you learned how to access the log files and look at
the SystemOut.log and SystemErr.log files on HCL SoFy using the HCL SoFy Solution Console.

You also learned how to enable the tracing on access control, analyze the results in the trace.log and
use the Help Center to find any details.

And you learned how to prepare yourself to open a case with HCL Support.
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Resources

Refer to the following resources to learn more:

HCL Digital Experience Home - https://hclsw.co/dx

HCL Digital Experience on HCL Solutions Factory (SoFy) - https://hclsofy.com/

HCL Software - https://hclsw.co/software

HCL Product Support - https://hclsw.co/product-support

HCL DX Product Documentation - https://hclsw.co/dx-product-documentation

HCL DX Support Q&A Forum - https://hclsw.co/dx-support-forum

HCL DX Video Playlist on YouTube - https://hclsw.co/dx-video-playlist

HCL DX Product Ideas - https://hclsw.co/dx-ideas

HCL DX Product Demos - https://hclsw.co/dx-product-demo

HCL DX Did You Know? Videos - https://hclsw.co/dx-dyk-videos

HCL DX GitHub - https://hclsw.co/dx-github

HCL DX Web Developer Toolkit - https://github.com/HCL-TECH-SOFTWARE/WebDevToolkitForDx
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Legal statements

This edition applies to version 9.5, release 221 of HCL Digital Experience and to all subsequent
releases and modifications until otherwise indicated in new editions. It uses the DX Solution
Modules with additional resources in HCL SoFy.

When you send information to HCL Technologies Ltd., you grant HCL Technologies Ltd. a
nonexclusive right to use or distribute the information in any way it believes appropriate without
incurring any obligation to you.

©2024 Copyright HCL Technologies Ltd and others. All rights reserved.

Note to U.S. Government Users — Documentation related to restricted rights — Use, duplication or
disclosure is subject to restrictions set forth in GSA ADP Schedule Contract with HCL Technologies
Ltd.
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Disclaimers

This report is subject to the HCL Terms of Use (https://www.hcl.com/terms-of-use) and the
following disclaimers:

The information contained in this report is provided for informational purposes only. While efforts
were made to verify the completeness and accuracy of the information contained in this publication,
it is provided AS IS without warranty of any kind, express or implied, including but not limited to the
implied warranties of merchantability, non-infringement, and fitness for a particular purpose. In
addition, this information is based on HCL’s current product plans and strategy, which are subject to
change by HCL without notice. HCL shall not be responsible for any direct, indirect, incidental,
consequential, special or other damages arising out of the use of, or otherwise related to, this report
or any other materials. Nothing contained in this publication is intended to, nor shall have the effect
of, creating any warranties or representations from HCL or its suppliers or licensors, or altering the
terms and conditions of the applicable license agreement governing the use of HCL software.

References in this report to HCL products, programs, or services do not imply that they will be
available in all countries in which HCL operates. Product release dates and/or capabilities referenced
in this presentation may change at any time at HCL’s sole discretion based on market opportunities
or other factors, and are not intended to be a commitment to future product or feature availability
in any way. The underlying database used to support these reports is refreshed on a weekly basis.
Discrepancies found between reports generated using this web tool and other HCL documentation
sources may or may not be attributed to different publish and refresh cycles for this tool and other
sources. Nothing contained in this report is intended to, nor shall have the effect of, stating.

or implying that any activities undertaken by you will result in any specific sales, revenue growth,
savings or other results. You assume sole responsibility for any results you obtain or decisions you
make as a result of this report. Notwithstanding the HCL Terms of Use (https://www.hcl.com/terms-
of-use), users of this site are permitted to copy and save the reports generated from this tool for
such users own internal business purpose. No other use shall be permitted.
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